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1. HEJIX OCBOEHUA

1.1 | Llenn ocBOEHMS AUCUUILIHHBL TIOHUMaHKAE MOJeTel M CTaHAapTOB MH(OPMAITIOHHOH 6€3011aCHOCTH, YCBOCHNE METOIOB
3aIIUTHl MHPOPMAIIMOHHBIX CHCTEM, IPUOOPETEHHE TEOPETUUECKUX 3HAHUH U MIPAKTUUECKUX HABBIKOB I10
HCIIOJIb30BaHUIO COBPEMEHHBIX IIPOTPaMMHBIX CPEICTB IS 00ecTeueHs HHPOPMALMOHHON 0e30MIaCHOCTHU M 3aIlUThI
nHGOPMANNH 0T HECAHKIIMOHMPOBAHHOTO MCIIOIH30BaHMS.

1.2

1.3 |3agauu:

1.4]- N3Y4YUTH OCHOBHBIC TCOPETUICCKHUE IMOJIOKCHHSA 3allIUThL I/IH(bOpMaLII/II/I, IIPUYHHBI HapymeHnﬁ 6630HaCHOCTI/I;

1.5 | - HONMyYUTh MPAKTUYECKUE HABBIKK PAbOTHI C COBPEMEHHBIMH CETEBBIMU (PUITBTPAMHU M CPEICTBAMH KPUIITOrPahUIECKOTO
npeoOpa3oBaHus HHGOPMAIIHH.

2. MECTO B CTPYKTYPE OBPA3OBATEJILHOM ITPOT'PAMMBI

bnox OIIT: b1.B.IB.05

2.1 TpeboBanus k l]pe)lBa]Pl/lTeﬂbHOi/i NOAr0TOBKE 00y4aro1erocs:

2.1.1 CASE-TexHoJIorHu

2.1.2 | AnropuTMBI TEOPUU UTP

2.1.3 | ba3bl JaHHBIX

2.1.4 | IIporpamMmMmHasi HH)XEHEpHUS

2.1.5 |IIpoeKTHBIi MOAX0/1 B TEXHUKE

2.1.6 | TexHoJNIOTMM IPOTPAMMHUPOBAHUS

2.1.7 | YuciaeHHBIE METOIbI

2.1.8 | BbluucnuTenbHbIE CUCTEMBI, CETH U TENEKOMMYHHUKALIUU

2.1.9 |HudpopMannOHHBIE CHCTEMBI H TEXHOJIOTHH

2.1.10 |HagepraTenbHast FeOMETpHs M UHXKEHEpHAs TpaduKa

2.1.11 | Teopus BeposATHOCTEH U MaTeMaTUYECKasl CTATUCTUKA

2.1.12 | SI3pIku IpOrpaMMUpPOBaHUS

2.1.13 | WudopmaTuka

2.2 JAucuuninubl (MOIy/IH) U MPAKTHKHU, VI KOTOPBIX 0CBOEHHE JAHHON AUCUMIIJIMHBI (MOAY/15) HE00X0UMO KaK
npeaecTByoniee:

2.2.1 Be3omacHOCTD XKHU3HENEATEIHPHOCTH

2.2.2 |VHTenneKkTyanbHble TEXHOJOTHH B METAILIYPIUU

2.2.3 | MHTenneKTyalbHble TEXHOJIOTHH B SHEPTeTHKE

2.2.4 |HayuHo-uccnemoBarenbckas padoTa

2.2.5 |IoaroroBka K MpoIeaype 3aIUThl U 3alIHTa BEITYCKHOW KBATH(HUKAIIMOHHON pabOTHI

2.2.6 |IIpenaumiaomHas paKkTHKa

2.2.7 |CpencrBa nHpOpMATU3AIMU B METAILTYPTHH

2.2.8 |Cpencrsa nHpOpMATHU3AIMU B SHEPTETHKE

3. PE3YJIBTATBI OBYYEHUS 110 JUCHUIIJIMHE, COOTHECEHHBIE C ®OPMUPYEMbBIMH
KOMIIETEHIIUSIMU

YK-6: IIpunsiTue pemieHuii (coco0eH: onpeaeasiTe KPyr 3aa4 B paMKaXx IIOCTABJICHHOM Le/1M U BbIOMPATh ONTUMAJILHbIE
CIOCO0bI HX pellleHHs], HCX0/ U3 AeliCTBYIOIINX NPABOBBIX HOPM, HMEIOLIUXCH PEeCYPcOB U OrPAHUYCHHI; YNPABJIATH
cBoeii mpogecCHOHAIBHOI eI TeJLHOCTHIO HJIH MPOEKTAMHU B COOTBETCTBYIOIIEH nMpodeccnoHaibHOI cdepe, OpaTh HA cedst
OTBETCTBEHHOCTDb 32 NPMHATHE PelleHMil)

3HaTh:

YK-6-32 ocHOBHBIE METO/IbI U MOJICIH 00ECTICUEHHS M YITPABJICHHS HHPOPMALOHHOMN 6€3011aCHOCTBI0, METO/BI YITPaBICHHS
prckaMH HH(GOPMAITMOHHOM 6€301TacHOCTH.

YK-6-31 3amaun nHGpOpMannoHHOH 6€30IaCHOCTH, OCHOBHBIEC TEHACHIIMH U HAIPaBJIeHU (OPMUPOBAHUS U (QYHKIIMOHHPOBAHUS
KOMIUIEKCHOM CHCTEMBI 3all[UTHl HH()OpMAIUH

YK-3: IIpoexTHpoBaHue 1 pa3padoTka (cl0co0eH: NPOEKTUPOBAThL H Pa3padaTbIBATh NPOAYKLHIO, IPOLECCHI H CUCTEMBI,
COOTBETCTBYIOLHE MPOQUIII0 06pa3oBaTebHON NPOrpaMMbl; BLIOUPATh U NPHMEHSITh COOTBETCTBYIOLITE METOAUKHI
NPOEKTHPOBAHNUA H Pa3padoTKH, BK/II0Yasi epeloBbie METOAbI H TEXHOJIOTHH)

3HaTh:

YK-3-31 npyHLIUIBI TOCTPOCHUS! COBPEMEHHBIX CUCTEM 3alMThl HHPOPMALIUU B KOMIBIOTEPHBIX CETAX




IIK-2: Cnioco0eH NpoeKTUPOBATHL NPUKJIAAHbIC TEXHOJIOTUH H CHCTEMbI

3HaTh:

ITK-2-31 uHpOpMaIIMOHHOE 0OECIIEYCHHE U IPUHIIMITHI IIOCTPOCHUS HH(POPMAIIMOHHBIX CHCTEM YIIPABICHHS TEXHOJIOTHISCKIMHU
TpoIeccaMu

OIIK-3: CniocodeH pemiaTh cTaHAAPTHBIE 321244 NPOGecCHOHAIBHOM AeATeIHLHOCTH HA 0CHOBE NH(OPMALIMOHHOI 1
Oundauorpadguyeckoii KyJIbTypbl ¢ IPUMeHEHUEM HHPOPMAallMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHIA U € y4eToM
OCHOBHBIX TpeOoBaHUIi HH(POPMALHOHHON 0e30MACHOCTH

3HaTb:

OIIK-3-31 nmpHHIUIIEL, METOBI M CPECTBA PENIEHHS CTAaHAAPTHBIX 3a/1ad PO eCCHOHATIBHON AESTETEHOCTH Ha OCHOBE
uH(pOopManMOHHOH 1 OubnIHorpaduIecKoil KyabTyphl ¢ IPUMEHEHHEM HH()OPMATTOHHOKOMMYHUKAIIMOHHBIX TEXHOJIOTHI U ¢
Y4eTOM OCHOBHBIX TpeOOoBaHHI HH(POPMAIMOHHOM O€30IacHOCTH

YK-6: [lpunsiTHe pemenuii (criocodeH: onpeneasTs KPYr 3a1a4 B paMKaX MOCTaBJIEHHOIi IleJIM U BLIOMPATH ONTHMAJILHBIE
CIOCOOBI X peleHHsl, HCXO0/sI H3 Al CTBYIOIIMX MPABOBBIX HOPM, HMEIOLINXCSI PECYPCOB H OTPAHMYEHHIi; YNPaBIATh
cBoeil npogeccuoHaILHOI 1eATeIbHOCTBIO UM IPOEKTAMHU B COOTBETCTBYIOLIeH npodeccuoHalbHOI cdepe, OpaTh Ha cedst
OTBETCTBEHHOCTH 32 MPUHSATHE PelIeHHii)

YMmerb:

YK-6-Y1 npoBouTh aHAIN3 BOZMOXXHOCTH IIPUMEHEHHS MOJIENICH CHCTEM 3alIUThHl HH(OPMAIIIH PAa3INIHOTO Ha3HAUCHUS

YK-6-Y2 npoBoIUTh CpaBHUTENBHBIN aHAIN3 ApaMETPOB CUCTEM 3alUThl HHOOPMALIUH, ONPEIENATh ONTHMANIbHBIE THIIBI
KpunrorpaduIecKuX NpOTOKOIOB MPpH Hepenade HHPOpManuu

YK-3: [IpoexTupoBaHue u pa3padorka (cnocodeH: MPOEKTHPOBATH U Pa3padaThIBATh MPOAYKIHIO, TPOLECCHI U CHCTEMBI,
COOTBETCTBYIOLINE NPO(HII0 00pa3oBaTe/IbHON NPOrPaMMbl; BbIOUPATh M IPHMEHSITh COOTBETCTBYIOIIME METOAMKHU
NMPOEKTHPOBAHMS U Pa3padOTKHU, BKIIOYAs NMepel1oBble METOAbI U TEXHOJIOTHH)

Ymerb:

VK-3-V1 ONpeACIATh NPUMCHACMbBIC MCTOJbl HCCAHKINUOHHUPOBAHHOTO JOCTYyIAa K JaHHBIM

IIK-2: Cnioco0eH NpoeKTUPOBAThL NPUKJIAAHbIC TEXHOJIOTUH H CUCTEMbI

YMmerb:

[1K-2-Y1 ucnoyip30BaTh METOAbI CUCTEMHOI'O MOACIIUPOBAHUSA TEXHOJIOTMYCCKUX IMTPOLICCCOB

OIIK-3: CnocodeH pemiaTh cTaHAAPTHbIE 32244 NPOo¢ecCHOHAIBHOM 1eATeIbHOCTH HA 0CHOBE NHPOPMALIMOHHOI U
OudaHnorpadguyeckoii KyJIbTypbl ¢ IPUMeHeHUEeM HHPOPMAallMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTHIA U C y4eToM
OCHOBHBIX TpeOoBaHUii HH(POPMALHOHHON 0e30MACHOCTH

YMmerb:

OIIK-3-Y1 pemats cTaHAAPTHBIE 3aa49H IPO(ECCHOHATBHOM IeATeTbHOCTH Ha OCHOBE HH(MOPMAIIOHHON 1 OnOnorpadmaeckoit
KYJIBTYpPBI C IPUMEHEHHEM HH(OPMaMOHHOKOMMYHHUKAIIMOHHBIX TEXHOJOTUH M C yI€TOM OCHOBHBIX TPeOOBaHHMI
WHPOPMAIIMOHHOM O€30MaCHOCTH

YK-6: IIpunsaTHe peniennii (criocodeH: onpeaeasiTh KPYr 3a1a4 B pAMKaX NOCTABJCHHOM 1[eJIM H BLIOHPATh ONITHMAJILHbIE
€1oco0bI X pelIeHHs], MCX0AA U3 AeiiCTBYIOIINX IPABOBBIX HOPM, HMEIOLINXCH PECYPCOB H OTPAHHYCHHUI; YNPABJIATH
cBoeil npogeccuoHaILHOI 1eATeIbHOCTBIO UIH IPOEKTAMHU B COOTBETCTBYIOLIel npodeccuoHalbLHOM cdepe, OpaTh Ha cedst
OTBETCTBEHHOCTh 32 MPUHSATHE PelIeHMit)

Baanernb:

YK-6-B2 Meromamu 1 CpeACTBAMHU TEXHHYIECKON 3alTUTHl HHYOPMAIINH, METOAAMH PAcieTa M HHCTPYMEHTAIBHOTO KOHTPOJISA
nokasareneil TEXHUIEeCKOH 3aluThl HHpOpMAUU

YK-6-B1 HaBbIKaMu 0OOCHOBAHUS PEIICHUIT IO BBIOOPY M IPUMEHEHHIO MOJIEIei CHCTEM 3aIllUThl HHPOPMALIUU PA3IHYHOTO
Ha3HAYCHHS

YK-3: [IpoexTupoBaHue u pa3padorka (cnocodeH: MPOEKTHPOBATH U Pa3padaThIBATh MPOAYKIHIO, TPOILECCHI U CHCTEMBI,
COOTBETCTBYIOIIME PO U0 00pa30BaTeIbHOIl MPOrpaMMbl; BLIOUPATH U PUMEHATH COOTBETCTBYIOLIHE METOAUKHU
NMPOEKTHPOBAHMS U Pa3pabOTKHU, BKIIOYAs NMepeloBble METOAbI U TEXHOJIOTHH)

Baanernb:

VK-3-B1 HaBBIKAMU OTCIICKUBAHUS HECCAaHKITMOHUPOBAHHOTO AOCTYIIA K JAaHHBIM U YCTAHOBKH 3alTUTHI JaHHBIX

IIK-2: Cioco0eH NpoeKTUPOBATHL NPUKJIAAHbIC TEXHOJIOTHH H CHCTEMbI

Baaaernb:

IIK-2-B1 COBPEMEHHBIMU KOMITBIOTEPHBIMU METOJJaMU MaTEMATHYCCKOT'O MOACIIUMPOBAHNA TEXHOJIOTHICCKUX ITPOLECCOB

OIIK-3: CnocodeH pemiaTh cTaHAAPTHbIE 32244 NMPOo¢ecCHOHAIBHOM 1eATeIbHOCTH HA OCHOBE NHPOPMALIMOHHOI U
Oundauorpaguyeckoii KyJIbTyphl ¢ IPUMeHEHUEM HHGOPMAallMOHHO-KOMMYHUKANMOHHBIX TEXHOJIOTHIA U C y4eToM
OCHOBHBIX TpeGOBaHUIl HHPOPMALMOHHOI (e30MACHOCTH

Baanernb:




OIIK-3-B1 HaBbIKaMH HOATOTOBKU 0030POB, aHHOTAIUI, COCTaBIECHUS pedepaToB, HAYIHBIX JOKIAN0B, MyONU-KaIHii, 1
Oubnmorpaduy o Hay4HOMCCIICOBATEILCKON padoTe ¢ yueToM TpeboBaHui HHPOPMALMOH-HOH 0e30IacHOCTH

4. CTPYKTYPA U COAEP)KAHUE

Kon
3aHATHS

HaumenoBanmue pa3nesnoB u
TeM /BMJ 3aHATHS/

Cemectp
/ Kype

Yacos

®opmMupyeMbIe
HHAMKATOPbI
KOMIIeTeH it

Jlnutepatypa
H 3.
pecypcsl

IIpumeyanue

KM

Broimoan
sieMble
padoThI

Pa3nen 1. OcHoBBI
HH(OPMAIUOHHOM
0€30IaCHOCTH M 3aIUThI
HHpOpMALUH

1.1

OCHOBHBIC KOHIICIITYalbHbIC
TOJIOKEHHSI CHCTEMBI 3aLUTHI
nHpOpMAanHH.
KoHnuenryanbHas monens
HHGOPMAIMOHHO
6e3zomacHoctu. O630p 1
CpaBHUTEIbHBIA aHAIN3
CTaHAApPTOB
HHPOPMAIMOHHO
6e3omacHoctu. [loHsTHE
MOJTIUTHKHA OE30MACHOCTH. .
[TpuHIUIBI OpraHU3aIH
CHCTEMBI 3aIlUTHI,
HaTpaBJICHHUsI, CIIOCOOBI U
MeTObI 3aIuThL. /JIex/

J1.3
JI1.4J12.1
J12.3J12.4

0103232354

1.2

CaMocTosTebHOE H3YUeHHE
yueOHOTrO Matepuana B LMS
Canvas: OCHOBHbIE ITOHSATHUS
U OIpeeTIeHusI.
CoBpeMEHHOE COCTOSTHHE U
MEPCIICKTUBEI Pa3BUTHS
3aMuUTH HHPOPMAIIHH.
Uccnenosanue npuunH
HapylIeHui
6e3zomacHocTH.O0mIast
npo6iema HHOPMAITHOHHOH
6e30macHOCTH
WHQPOPMAIIMOHHBIX CHCTEM.
3amuTa nHGOpMAINH IPH
peanuzanuu
HH(pOPMATMOHHBIX
MpoIieccoB (BBO/I, BEIBOJI,
nepenada, oopaboTKa,
HaKOIUICHUE, XPaHCHHUE).
CraHmapThl © HOPMAaTHBHO-
METOJMYECKHE TOKYMEHTHI B
obnactu obecnieueHus
MHPOPMAIMOHHOM
6e3zomacHocTH. Peanmmsanns n
TapaHTHPOBaHUE MOJUTHKH
6e3omacHoct. CoctaB u
Ha3HAYCHHE JIOJDKHOCTHBIX
uHCTpyKIwi. /Cp/

26

J1.3
JI1.4J12.1
J12.3J12.4

01323334

1.3

Pa3paboTka u peanuzanus
aNropuT™Ma
(HYHKIIMOHUPOBAHHUS
CHCTEMBI O€30IIaCHOCTH
00BekTOB. /J1ab/

JI1.3
JI1.4J12.1
2.3
J12.4J13.1
010223354

Pasgen 2. Moaean
0€30MacHOCTH B
KOMIILIOTEPHBIX CHCTEMAX




2.1

Monenn 6e3011acHOTO
CYyOBEKTHOTO
B3aMMO/JICHCTBHUS B
KOMIIBIOTEPHOI1 cUCTEME.
[Ipouenypa unenrudukau
U ayTeHTH(UKAINH.
CornpsiKeHre 3alIUTHBIX
MEXaHU3MOB. ApXUTEKTypa
3aLUIIEHHBIX
OTICPAIMOHHBIX CHCTEM.
Mopenu ceTeBbIX cper.
Co3ganue MEXaHU3MOB
0€30MacHOCTH B
pacnpeneneHHON
KOMIIbIOTEPHOHI

cucreme. /Jlex/

J1.3
JI1.4J12.1
2.4
012233

2.2

CaMocTosTEIbHOE U3YUEHHE
ydeOHOTO Marepuaia B LMS
Canvas: AyTeHTuHKAaIH
10JIb30BATENEH.
dopmanuzanus 3a1auu
conpspkeHus. MeTo bl
conpsbkeHus. Tunuzanus
JIaHHBIX, HEOOXOAUMBIX IS
obecrieyeHUs padOTHI
CPEZCTB COIPSKEHHUS.
[Tonsarue BHewIHErO
paszenseMoro cepBuca
6e3zomacHoctu. [ToctanoBKa
3agaud. [loHsTHE U CBOMCTBA
MOJYJIsl peanu3aluu
3amMTHEIX QyHKIWH. /Cp/

24

J1.3
JI1.4J12.1
2.4
013023334

23

PaspaboTka u peanuzarus
aNropuT™Ma
(hYHKIMOHUPOBAHHS
CHICTeMBI 6€301TacCHOCTH
cyosekToB. [IpoexTupoBanue
MOJYJISI pean3aluu
3aIUTHEIX (QyHKIHH B cpene
TapaHTHPOBAHHUS TIOJIUTHKA
6e3omacHoctu. /J1ab/

J1.3
JI1.4J12.1
J12.4J13.1

01020354

Pasgen 3. 3amura
uHpopManumn B
KOMIILIOTEPHBIX CETAX

3.1

OcobeHHocTH 0becTIeueHus
nHPOPMALMOHHOMI
0e301acHOCTH B
KOMITBIOTEPHBIX CETSX.
Crenuduka cpeacTB 3alUThI
B KOMIBIOTEPHBIX CETSIX.
CereBble MOJICNHN TIepeIadn
JMaHHBIX. [[oHATHE IPOTOKOIIA
nepenayn JaHHbIX.
[TpuHIMTIBI OpraHU3aIIH
oOMeHa JTaHHBIMU B
BBIYHCIIUTEIBHBIX CETAX.
TpaHCOPTHBIN MPOTOKOI
TCP u monens TCP/IP.
Mopens B3auMOIeHCTBUS
OoTKpHITEIX cuctem OSI/ISO.
CoBpeMeHHBIE CPEACTBA
MOCTPOCHHUS 3alIHIICHHBIX
BUPTYaIbHBIX ceTeil. /JIex/

J1.3
JI1.4J12.1
J12.2J12.4

01020354




32

CaMOCTOSTENbHOE H3yUCHHE
yueOHOTro Matepuana B LMS
Canvas: Knaccel ynaneHHbIX
YIPO3 U UX XapaKTCPUCTHKA.
TuIOBbIC yIaICHHBIC aTAKH U
UX XapaKTePHUCTHKA.
CpaBHEHHUE CETEBBIX MOIEIeH
nepenaun ganHeix TCP/IP u
OSI/ISO. XapakrepucTuka
yposHeit monenn OSI/ISO.
Anpecanys B r100anbHBIX
cersix. OcHoBbI [P-
npotokoia. Kimaccer anpecos
BBIYUCITUTEIHHBIX CETEH.
Cucrema JOMEHHBIX UMEH.
[TpuHIUIBI 3aIIUTHL
pacrpeneneHHBIX
BBIYUCIUTENBHBIX ceTeil. /Cp/

24

J1.3
JI1.4J12.1
J2.2J12.4

010223354

33

Pa3paboTka u peanuzarus
aNropuTMa CeTEBOro
¢ueTpa. IlocTpoenne
3aMUIICHHBIX BUPTYaIbHBIX
cereil. besonacHocTh
yIAJIeHHOTo JOCTYyMNa K
JOKaneHOH ceTH. /J1ad/

J1.3
JI1.4J12.1
2.2
J12.4713.1
0130233324

Paznen 4. MeToas! u
CHUCTEMbI 3aIHUThI
uHpopManuu

4.1

3amuTa nHGOpPMAUH OT
HECaHKIIMOHMPOBAHHOTO
jpocryna. Kanansl yreuku
nHpopmanuu. CUCTEMBI
aHaJM3a 3alUIIEHHOCTH U
0oOHapyXEeHHUsT BTOP>KEHHI.
Mopenu ¥ ICTOYHUKHU
KaHaJIOB YTE€UKU
nHpopmanuu. Criocoos!
HECaHKIMOHUPOBAHHOTO
Joctyna K nHpopMauu.
KommnbrotepHsle cpencraa
peann3ayy 3aIuTh B
WHPOPMALIMOHHBIX CUCTEMAX.
OO61ue cBesleHus 1o
KITaCCHYeCKO KpHUrTorpadgpuu
U aITOpUTMaM OJIOYHOTO
mudpoanus. Ludpposas
AIIEKTPOHHAS TTONMHUCK. /JIek/

JI1.1J11.2
J1.3
JI1.4J12.1
2.4
3105203354

4.2

CaMOCTOATETbHOE H3YUCHIE
y4aebHOTO Marepuana B LMS
Canvas: [IpuunHb
HapYIICHUS HEOCTHOCTH
naopmanuy. OyHKIIT
HEIOCPEICTBEHHOM 3aIlUThI
uHpopMmanuu. 3agaun
3aIUTH HHOPMAITHH.
MeTo/1bl ¥ CHCTEMBI 3aLHUTHI
uHpopManuu. AnmnapaTHsie
CpPE/ICTBA 3aIIUTEL.
ITporpamMHBIe cpencTBa
3aIIUTHI.
Kpunrorpaduueckue
CpPE/ICTBA 3aIIUTEL.
BrlnosiHeHrEe KOHTPOJIBHOM
pabotsl. [Toaroroska k
3a4ery ¢ oneHkoit. /Cp/
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4.4 [IpoBenenue 3auera ¢ 4 4

oreHkoit /3auérCOn/ 313233 54

S. ®OHJI ONEHOYHBIX MATEPHUAJIOB

5.1. Bonnpocsl 11 caMOCTOATEIbLHOM MOATOTOBKH K 3K3aMeHY (324€Ty ¢ OLIeHKOi)

Bomnpocs! k 3a4ety ¢ omerkoii (OIIK-3-31, OIIK-3-Y 1, [IK-2-31, [IK-2-Y 1, YK-3-31, VK-3-V 1, VK-6-31, YK-6-32, YK-6-Y 1, VK-
6-Y2):

1. OCHOBHBIE KOHIICNTYAIEHBIC ITOJIOKECHHUS CHCTEMBI 3alUTHl HH(POPMAIIHH.

2. KonmnenryansHast Moaenb HHPOPMAIIMOHHON 0€301TacHOCTH.

3. 0O030p U CpaBHUTENBHBIN aHATW3 CTAaHAAPTOB MH(GOPMAIIMOHHON 6€30IaCHOCTH.

4. IIpuyrHbBI HapyIIeHUH 0e30MacHOCTH.

5. INonsTHE MOTUTHKH 0E30TTaCHOCTH.

6. Peamm3anust 1 rapaHTHPOBaHKE MOJIUTUKH OE30MAaCHOCTH.

7. [TpuHIMIBI OpraHnU3ali CUCTEMBI 3aIIUThI, HANPABJIEHUs, CIOCOOBI M METO/IbI 3aIUTHI.
8. CocTaB ¥ Ha3HA4YEHHUE JODKHOCTHBIX MHCTPYKLHUH.

9. Mopgenu 6e30macHOTO CyOBEKTHOTO B3aMMOJICHCTBHS B KOMITBIOTEPHON CHCTEME.
10. [Ipouenypa naeHTUPHUKALNN U ayTEHTUPHUKALINH.

11. ConpsiKeHue 3alUTHBIX MEXaHU3MOB.

12. ApPXWUTEKTypa 3aIlUIICHHBIX ONCPAlHOHHBIX CHCTEM.

13. Mopnenu ceTeBbIX cpe.

14. Coznanne MexaHu3MOB 0€30MaCHOCTH B paclpeiefieHHON KOMIBIOTEPHON cHUCTEME.
15. AyTeHTH(UKAIHS TTOJIb30BaTEICH.

16. dopmanuzanys 3aa4u CONpPSKEHUA. MeTobl COIPSIKEHUSL.

17. Tunusanus JaHHBIX, HEOOXOAUMBIX JIL 00ecHedeHHs PaboThl CPEICTB COMPSKEHMUS.
18. [TonsTre BHEIIHETO pa3AensieMoro cepBuca 0e30MacHOCTH.

19. IToHsTHE N CBOWCTBA MOIYIS peayn3aliy 3alIUTHEIX (QYHKIHH.

20. OcoOenHocTH oOecrieueHrnss HHPOPMALIMOHHON 0€30MTaCHOCTH B KOMITBIOTEPHBIX CETSIX.
21. Crenuduka CpeacTB 3alIUTH B KOMIIBIOTEPHBIX CETAX.

22. CereBble MOJEIH NEpeladyl JaHHBIX.

23. Tpaucnoprasiii npotokon TCP u mogens TCP/IP.

24. Monens B3auMoaencTBus OTKpHITHIX cucteM OSI/ISO.

25. CoBpeMeHHbIE CPEACTBA MOCTPOECHUS 3aLUILIEHHBIX BUPTYaJIbHBIX CETEH.

26. [IpuHIMIIBI 3aIIUTHI pacpeAeICHHBIX BBIYMCIUTENbHBIX CETEH.

27. Pa3paboTka u peanm3aiys alropuTMa CeTeBoro (GuibsTpa.

28. [TocTpoeHue 3alMIIEHHBIX BUPTYAIbHBIX CETEH.

29. bezonacHOCTb yaneHHOIro JOCTYNa K JIOKAIbHOM CEeTH.

30. 3amuTa MHGOPMAINH OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA.

31. Kanans! yreukn uH(bOpMAaImm.

32. CucreMbl aHau3a 3alUIIEHHOCTH U OOHAPY)KEHHUST BTOPXKCHUH.

33. Mopenn ¥ NCTOYHHUKH KaHAJIOB YTEUKH MH(OPMAIIHH.

34. Crioco0BI HECAaHKIIMOHUPOBAHHOTO AOCTyNa K MH()OPMAIUH.

35. KommnbrorepHsle cpeacTBa peanu3aluy 3alidThl B UHQOPMAIIMOHHBIX CUCTEMaX.
36. Kiaccuyeckast kpunrorpadust U aaropuTMsl OJOYHOTO MIH(POBaHHUS.

37. udposast deKTPOHHAS TOIIHCE.




5.2. Ilepeuyennb padoT, BLIMOJIHAEMBIX 10 JUCHUILIHHE (Moay 10, npakTuke, HUP) - 3cce, pedepaTsl, NpakTHYECKHE U
pacyeTHo-rpacduIeckne padoThbl, KYPCOBbI€ PA0OTHI, MPOEKThI U JAP.

KonTpossHast paboTta BKIIIOYACT B ceOs BBITOIIHEHUE PAacUeTHO-TpadUuecKoi paboThl Ha TeMy: "BrruncieHne Xom-pyHKIH 1
noanmch coobmenns nudposoii curnarypoir” (OIIK-3-Bl, [IK-2-B1, VK-3-B1, YK-6-B1, YK-6-B2).

Lens pacueTHO-rpaduueckoit pabOThI: H3ydeHHE TPOLETYPhI XIUIUPOBAHUS COOOLICHHS U MOATBEPKACHUS €€ MEKTPOHHOIM

1 (POBOI OAITUCEIO.

HcxonHbie nanHbple: o0miee 3aanue sl pacueTHO-TpaduIecKoi paboThl, TEKCT COOOMICHHUS BHIOMPAETCS CTYJICHTOM
CaMOCTOSITEIIBHO.

3amanue:

1. BriOpatb cooOmienne M uinHOM 5 OYKB.

2. IMomyunts X3m1-K0 M I coobmieHns M npu oMoy x3m-gyakun H, B3sroit n3 pexomenmarmii MKKTT X.509.
Bexrop nanimammu3aruy HO BEIOpaTs paBHBIM HYIIIO.

3. Berancnuth 1udpoByro moamnuck MerooM RSA 1oz aneKTpoHHBIM JOKYMEHTOM M, HCTIOJB3Yysl paCCUMTaHHBIH X3II-KOJ
m U CeKpeTHHIN KoY d.

4. IMpencraBuTh cxeMy IU(GPOBON MOJIHCH C MOIPOOHBIM OMHCAHUEM €€ (DYHKIMOHHPOBAHHMS.

O6mbeM pacueTHO-rpaduueckoit padoTsl — 15-20 cTp.

PacueTHO-nosICHUTENbHAS 3alKCKa JOJKHA COAEPkKATh CIAEAYIOLINE OCHOBHBIE CTPYKTYPHBIE DIIEMEHTHI:

1. TurynbHBIH TUCT

2. 3aganue

3. Coneprxanue

4. Beenenue

5. OCHOBHYO 4acTh, KOTOPask BKJIIOUAET B ce0s: HCXOTHOE COOOIIEHNE U eTO IBOWYHBIN KO, XAIIHPyeMble OJI0KH, HTEPAIIHOHHYIO
IpoLeAypy BBIUUCICHUS XOII-3Ha4E€HH, BEIYHUCICHHYIO IIM(POBYIO MONUCH, Pe3yIbTaT NPOBepKH gocToBepHocTH DI
6. 3axitoueHue

7. CIIUCOK UCIIOJIb30BaHHBIX UICTOUHUKOB

8. IIpunosxxenus (Ipu HEOOXOIUMOCTH)

5.3. OIIEHO‘IHLIG MaTepuaJibl, HCNOJb3yeMbI€ VISl IK3aMEHa (onncalme 6I/IJ'IETOB, TECTOB U T.l'l.)

DK3aMeH Mo TUCIMIUIMHE He IPETyCMOTpPEH.

DopMoii TPOMEIKYTOUHOHN aTTECTALUH SBISCTCS 3a4eT ¢ oleHKoi. JuddepeHurpoBanHas OLeHKa 110 TUCHUILIMHE PACCUUTHIBACTCS
Kak cpejiHee apu(hMETHIECKOE IO pe3ylIbTaTaM BBITOJHEHUST KOHTPOJIBHOM paboThl M IPOBEPOUYHBIX 33aHUH 110 HTOTAM KaXI0TO
pasziena AUCIUTLTHEL.

JucrannuonHo 3adet ¢ oueHkoi npoBoautcst B LMS Canvas. Tect cogepxut 30 3ananuii. Ha pemenue orBoautcs 30 MUHYT.
Pa3pemiennpie MOMBITKY - ABE. 3aYUTHIBAETCS HAMITYUIIUN PE3yNIbTaT.

Oo6pa3sernn 3agaHuii 1711 9K3aMeHa, MPOBOAUMOTO AucTaHMoHHO B LMS Canvas:

1. Kputepuu ¢unpTpanuy nakeTos s GUIBTPYIOIMEro MapuIpyTH3aTopa

a) [P-agpec oTnpaButess

0) [P-anpec momyuarens

B) tun nporokona (TCP, UDP, ICMP)
T) e-mail-agpec ornpasurens (SMTP)
) nopt ornpasutens (TCP, UDP)

e) nopt norydatens (TCP, UDP)

K) tun coobmmenus (ICMP)

2. BeIsicHUTB OTKPBITBIC CETCBBIC MMOPTHI MOXKHO C MOMOIIBIO IIPOTPAMMBI

a) PING

0) IPCONFIG

B) NETSTAT

r) NET

) DIR

3. BrlsicHUTh HacTpoiiku [P-agpeca MOXKHO ¢ TOMOIIBIO IIPOTPAMMBI
a) PING

0) IPCONFIG

B) NET

r) DIR

4. TTocTpoeHHe KapThl CETH BO3MOKHO Ha OCHOBE CETEBBIX IPOTOKOJIOB
a) ICMP

0) ARP

B) HTTP

r) SNMP

1) SMTP

e) CDP




5. Ytunura PING npeanaznavena s

a) HAaCTPOMKH TaOJIUIBI MapIIPyTH3AINH
6) TECTUPOBAHUSA NOCTHKUMOCTH Y3JIOB
B) obecrieueHUsT 6€30MaCHOCTH PabOTHI
T) 3aJlaHus] MACKH IIOJICETH

6. OCHOBHBIMH UCTOYHHKAMH YTPO3 HH(POPMAIIMOHHON O€30IIaCHOCTH SABISIOTCS BCE YKa3aHHOE B CITUCKE:

a) XulIeHUE KECTKUX JUCKOB, NOAKIIOYEHUE K CETH, MHCAIIEPCTBO
0) IlepexBaT naHHBIX, XUIIEHUE JAHHBIX, U3MEHEHUE APXUTEKTYPBl CUCTEMBI
B) XwuleHne JaHHBIX, HOAKYI CHCTEMHBIX aJIMHHUCTPATOPOB, HAPYIIEHHE PeraaMeHTa paboTel

7. K OCHOBHBIM THIIAM CpeacTB BO3JICUCTBUS Ha KOMIBIOTCPHYIO CETb OTHOCHUTCA:

a) KommsroTepHslit c6oif
0) Jlornveckue 3aknanku («MHUHBD)
B) ABapuitHO€ OTKIIIOUEHHUE NMUTAHUS

8. Haubosee pacipocTpaneHsl Yrpo3bl HHPOPMALMOHHON 6€30MaCHOCTH KOPIIOPATHUBHOM CUCTEMBI:
a) [Tokynka nenunensuonnoro 110

0) OmuOKN SKCINTyaTalul ¥ HEYMBIIUICHHOTO M3MEHEHHS PEKUMa pabOThl CHCTEMBI

B) Co3HATEeNbHOTO BHEIPEHUSI CETEBBIX BHPYCOB

9. Haubonee pacrpocTpaHeHBI YTPpo35l HHPOPMAIIMOHHOW 0€30I1aCHOCTH CeTH:

a) PacnipeneneHHbIH HOCTYN KIHEHT, OTKa3 000pyIOBaHHS
0) MopalbHBIH U3HOC CETH, MHCANIEPCTBO
B) Co6oii (oTKa3) 000pyA0BaHMsI, HEJETAIbHOES KOTTMPOBAHUE JTaHHBIX

10. Yreukoii HH(OpPMAIINK B CUCTEME HA3bIBACTCS CUTYALlUs, XapaKTepu3yemas:

a) [Totepeit naHHBIX B CUCTEME
0) W3menenneM (opmbl HHGOpMALTIH
B) V3meHeHneM conepkaHus HHPOpMaIn

11. Yrpo3a nHPpOpMaMOHHOM cucTeMe (KOMITBIOTEPHOM CETH) — 3TO:

a) BepositHOe coObITHE
0) JerepMuHUpoBaHHOE (BCETa ONPENENICHHOE) COOBITHE
B) CoObITHE, TPOUCXOSAIICE EPHOTUICCKU

12. Pa3HOBUAHOCTAMU Yrpo3 6€30MacHOCTH (CETH, CUCTEMBI) SBIISIIOTCS BCE MEPEUHCIIEHHBIE B CIIMCKE:

a) [IporpaMMHbIe, TEXHUYECKHE, OPraHU3aIMOHHBIE, TEXHOJIOTNYECKUE
0) CepBepHble, KIHEHTCKHE, CIIYTHUKOBBIE, Ha3eMHBIE
B) JIuuHbie, KOPIOPATUBHBIC, COLUATIbHBIC, HALIMOHAIBHEIC

13. Haubomnee pacripocTpaHeHBI CpEICTBA BO3ACHCTBHUS Ha CeTh o(uca:

a) Crnalsrit Tpaduk, HHOOPMAIIMOHHEIH 00MaH, BUPYCHl B WHTEPHET
0) Bupycol B ceTH, Tornyeckue MUHBI (3aKJIaAKH), HTHOOPMAIIMOHHBIN NepexBaT
B) KommnbloTepHble cO0M, H3MEHEHHE aIMUHUCTPUPOBAHUS, TONOJIOTHI

14. Buasl nHGOPMAIMOHHOM O€30MaCHOCTH:

a) ITepconanbHas, KOpIIOpaTUBHAs, FOCYAaPCTBEHHAS
0) Krnmentckas, cepBepHasi, cereBas
B) JlokanbHas, rno0anbpHast, CMEIIaHHas

15. Lenn mHOPMAIIOHHOM 0€30ITaCHOCTH — CBOEBPEMEHHOE 00HAPYKEHHUE, IPEAYIPEKICHHE:

a) HECAHKIMOHUPOBAaHHOI'O JOCTYIA, BO3ACUCTBYS B CETU
0) uHcaiiiepcTBa B OpraHU3aIIH
B) Ype3BbIYAHBIX CUTYaLH

16. OcHOBHBIE 00BEKTHI HH(OPMAITHOHHOM 0€301IaCHOCTH:

a) KomnbrotepHsle cetu, 0a3bl JaHHBIX
0) HNHpopManmoHHbIE CHCTEMBI, ICHXOJOTHYECKOE COCTOSIHUE T0JIb30BaTeNeH
B) busHec-opreHTHPOBaHHBIE, KOMMEPUYECKHE CHCTEMBI

17. OCHOBHBIMH pHCKaMH HH()OPMALMOHHOH 0€30IIaCHOCTH SIBIISIIOTCS:

a) VckaxeHne, yMeHbIIEHHE 00BbeMa, TIepeKOJUPOBKa HH(POPMAIN

0) TexHMYECKOe BMEIIATENIBCTBO, BRIBEICHNE U3 CTPOsi 000PYIOBAHHS CETH
B) [Totepst, uckaXkeHue, yreuka MHGOpMAIUU




18. K 0oCHOBHBIM (1)yHKI_II/I$IM CHCTEMBI 0E€30MMaCHOCTH MOKHO OTHECTH BCE MEPCUNUCICHHOC!

a) VYcraHOBIIEHHE PETTlaMeHTa, ayIuT CHCTEMEI, BBIIBICHHE PHCKOB
0) YcTaHOBKA HOBBIX O(HCHBIX NMPHUIOXKEHHH, CMEHA XOCTUHT-KOMITAaHUU
B) BHenpenue ayreHTH(UKanuM, NPOBEPKU KOHTAKTHBIX JAAaHHBIX I10JIb30BaTeei

19. OcHOBHOE CpeCTBO, 0OEcTIeYrnBaroNiee KOHPHUICHIIHAIFHOCTh HH()OPMAIIHH, TIOCKUIAEMOH IT0 OTKPBITHIM KaHAJaM ITepefadn
JaHHBIX, B TOM YUCJI€ — 10 CETU UHTEPHET:

a) Wnentuduxamnms
0) AyTeHTH(UKAINA
B) ABTopuszanus

T) DkcrepTusza

) [ndposanue

20. st 6e30macHoOil nepeqaun JaHHBIX 110 KaHAaJIaM HHTEPHET UCTIONIB3YeTCsl TEXHOIOTUS:

a) WWW
6) DICOM
B) VPN

r) FTP

) XML

21. KoMmruiekc anmapaTHBIX W/HITH IPOTPAMMHBIX CPEJICTB, OCYIIECTBIISIOMUI KOHTPOIIb U (PUIBTPALUIO CETEBOTO TpaduKa B
COOTBETCTBHUH C 33/JaHHBIMH IIPAaBUIIAMH M 3aIUIIAIOIINI KOMIIBIOTEPHbBIE CETH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA:

a) AHTHBUpYC

0) 3amoxk

B) Bpannmaysp

T) Kpunrorpadus

) DKcIlepTHasl CUCTEMa

22. [pocreimmm cnoco0oM HACHTH(UKAINHE B KOMIIBIOTEPHOI CHCTEME SIBJISICTCS] BBOJ HACHTH(UKATOPA [TOJIB30BATENS, KOTOPBIH
HMeeT CIIeyIoIIee Ha3BaHHe:

a) Toxen

0) Password

B) [Tapons

T) Login

1) Cmapr-kapra

23. Ipomecc coOOmIEHU CYOBEKTOM CBOETO HMEHH HIIH HOMEPA, C IIEIBI0 TIOTyIeHHS OIIPeIeIEHHBIX TOJTHOMOYHH (TIpaB I0CTyIa)
Ha BBIIIOJTHEHHE HEKOTOPHIX (Pa3pelIeHHbBIX eMy) ISHCTBUI B CHCTEMaX C OTPaHHYCHHBIM JOCTYIOM:

a) ABTopu3zanus

0) AyTeHTHUKAIHS
B) O6e3muarBaHue

T) Jenepconanuzanus
) Wnentudukarms

24. TIpoueaypa MpoBEpKU COOTBETCTBHSI CyOBEKTa U TOTO, 32 KOTO OH IBITaeTCs ceds BBIIATh, C TOMOIIBIO HEKOW YHHKATHLHON

uHpOpPMaLINK:

a) ABTopu3zanus

0) O06e3muarBaHue

B) Jenepconanuzanus
T) AyreHtrduKaIus
) Wnentuduxanus

25. Ipouecc, a Takxke pe3ylbTaT MPOIecca IPOBEPKU HEKOTOPBIX 00sI3aTENIbHBIX MapaMeTPOB MOJIb30BATENS U, IIPH YCICIIHOCTH,
MPEIOCTaBICHUE eMY OIPE/ICIEHHBIX TOJTHOMOYHI Ha BEIOJHEHHE HEKOTOPHIX (Pa3pelIeHHBIX eMy) ISHCTBHI B CHCTEMaX C
OTPaHWIEHHBIM JOCTYIIOM

a) ABTopu3anys

0) Wnentudukarms

B) AyteHTH(UKAINSA
T) O0e3nuurBaHKe

) Jenepconanu3zanus

26. I1st TOTO 9TOOBI CHU3HUTH BEPOSITHOCTH yTPATHl HHPOPMAUH HEOOXOAUMO:

a) PerynsapHo Npou3BOAUTH aHTUBHPYCHYIO IIPOBEPKY KOMIIBIOTEPA

6) PerynspHo BBINOIHATE MPOBEPKY JKECTKUX JUCKOB KOMIBIOTEPA HAa HAIWYME OIIHOOK

B) PerymspHo xommpoBaTh HH(GOPMAIHIO HA BHEITHHE HOCUTEIH (CepBep, KOMITAKT-IANUCKH, (II3II-KapThl)
T) 3alUTUTE BXOJl Ha KOMIIBIOTEP K JaHHBIM IapOJIEM

) [IpoBonuTh nepuoauueckoe obcmyxuBanue 11K




217.

a)
0)
B)

28.

a)
6)

B)

29.

a)
6)
B)

30.

a)
0)

B)

31
a)

B)

32
a)
6)
B)

33.

a)
6)
B)

34.

a)
6)
B)

35.

a)
0)

B)

36.

a)
6)
B)

37.

a)
0)
B)
r)
)
e)

38.

a)
6)
B)

39.

a)
0)

K npaBoBeIM MeTO1aM, 00eCcrIeUurBaIONIMM HHYOPMAMOHHYIO 0€30M1aCHOCTb, OTHOCSTCSL:
Pa3paboTka ammapaTHBIX CPEICTB 00ECIIEUeHHS IPABOBBIX JTAHHBIX
Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IPABOBBIX CETAX KYypPHAJIOB ydeTa JEHCTBHH
Pa3paboTka U KOHKpeTH3alMs MPaBOBBIX HOPMATHUBHBIX aKTOB obOecredeHus: 6€30macHoCTH

[TprHINTIOM MOTUTHKY HHPOPMATMOHHOH 0€30MacCHOCTH SABIIACTCS TIPHHIIHIL:
YcuneHus 3alIUIEHHOCTH CAMOTO HE3alUIIEHHOTO 3BeHa CeTH (CHCTEMBI)
Ilepexona B 6e30macHOe COCTOSHHE PAOOTHI CETH, CUCTEMBI
ITonHOrO NOCTYIA MONB30BATENEH KO BCEM pECYpCaM CETH, CUCTEMbI

IIprHIMIIOM NOMUTUKY UHGOPMAILIMOHHON 0€30MaCHOCTH SIBISETCS MPUHIIHIL:
Paznenenns mocryna (00s3aHHOCTEH, IPUBUIICTHI) KIMEHTaM CETH (CHCTEMBI)
OIHOYpOBHEBOM 3aIIUTHI CETH, CHCTEMBI
COBMGCTI/IMBIX, OJHOTHUITHBIX MPOTrPAMMHO-TEXHUYECKUX CPEACTB CETHU, CUCTEMbIL

Hudopmanus, KOTOPYIO cIeayeT 3alHIIaTh (TI0 HOpMaTHBaM, TPaBHJIaM CETH, CHCTEMBI) HA3bIBACTCS:
PernamenTupoBaHHOM
[IpaBoBoii
3anmmaemMoin

. OKOH‘-IaTeJ'II)HO, OTBCTCTBCHHOCTH 3a 3alIMIICHHOCTH JJaHHBIX B KOMHLIOTepHOﬁ CCTH HCCCT:

Bnagenern ceru
AIMUHHUCTpPATOp CETH
ITonp30BaTens ceTH

. [lomnTrka 6€30MacHOCTH B CUCTEME (CGTI/I) — 3TO KOMIIJICKC:

PykoBozcTB, TpeboBaHmMiA obecriedeHHsT HEOOXOANMOTO YPOBHS 0€301MacHOCTH
WucTpykuuii, alropuTMoB NOBEJCHUS I10Ib30BATEIS B CETH
Hopmbl HHGOpPMaMOHHOTO TIpaBa, coOJII0IaeMbIe B CETH

Hawnbomee BaXXHBIM IIPH peaIU3alliy 3aIUTHEIX Mep MOTUTUKH O€30IIaCHOCTH SIBIISIETCSL:
AynuT, aHanu3 3aTpaT Ha MPOBEJCHUE 3aIUTHBIX Mep
Aymut, aHann3 6e301MaCHOCTH
Aymut, aHanu3 ysI3BUMOCTEH, PUCK-CUTYyaIUH

K ocHOBHBIM prHIKIAM oOecredeHHs HHOOPMAMOHHOM 6€30IIaCHOCTH OTHOCHTCS:
DKOHOMUYECKOHW 3PPEKTUBHOCTH CHCTEMBI O€30MacHOCTH
MHoromiaThOopMEeHHON peanu3aii CUCTEMBI
VYcunenus 3alIMIIEHHOCTH BCEX 3BEHBEB CHUCTEMBbI

[TpuHIMNIOM HHPOPMATHOHHON 0€30TTaCHOCTH SABIIACTCS IPUHITAIT HEMOITYIICHHS:
HeonpasnanHsIx orpaHndeHuit npu pabote B ceTu (cucreme)
PuckoB 0€301I1aCHOCTH CETH, CUCTEMBI
Ipe3ymmImm ceKpeTHOCTH

Ipunuun Kupxroga:
CeKpeTHOCTh KIII0Ya OINPEAENICHa CEKPETHOCTBIO OTKPBITOTO COOOIIEHHS
CekpeTHOCTs HHPOPMAIIMH OTIpeAeeHa CKOPOCTHIO Nepeiadl JaHHBIX
CeKpeTHOCTh 3aKPBITOTO COOOIEHHUS ONpeensIeTcs CEKPETHOCTRIO KIIF0Ua

Cucrema 3aIuThl HHOOPMAIIIH TOJDKHA YIOBIETBOPATH TPEOOBAHISM
OXBaTHIBaTh BECh TEXHOJOTMYECKUH KOMIUIEKC HH()OPMAIMOHHOH e TEIbHOCTH
OBITH Pa3sHOOOPa3HOM MO UCIONB3YEMBIM CPEICTBaM

OBITh OTKPBITOM JUISl H3MEHEHHS U JIOTIOJHEHHS Mep

OBITH HECTaHAAPTHOH, pa3HOOOPa3HOH

OBITH HANEKHOI

BCE M3 IEPEUUCICHHOTO

HHUYETO M3 MEepPEeUHCICHHOTO

B 4Kc10 OCHOBHBIX MPUHIUIIOB apXUTEKTYPHOH 0E€30MacHOCTH BXOJSAT:
CIICZI0OBAaHUE NMPU3HAHHBIM CTaHAAPTaM;

IIPUMEHCHUC HECCTaHJIAPTHBIX peHIeHPIﬁ, HC M3BCCTHBIX 3JIOYMBIIIJICHHUKAM
pa3HOOOpa3He 3alUTHBIX CPEACTB.

B 9ncno oCHOBHBIX MPUHIMIIOB apXUTEKTYPHOH 0E30ITACHOCTH BXOMAT:
YCHJICHHE CaMOTo C1aboro 3BeHa;
yKperieHue HauboJiee BEpPOSITHOTO OOBEKTa aTaKu;




B) 3IIETOHUPOBAHHOCTH OOOPOHSEI.

40. YcrpoiicTBo s HASHTH(DHUKAIINH TOTb30BaTEIIeH, IPEACTaBIAIoNee co00i MOOMITEHOE ITePCOHATFHOE YCTPOHCTBO,
HATIOMUHAIOIINE MaJICHBKHUI TIEW/Kep, He TIOJCOeINHIeMbIe K KOMITBIOTEPY M UMEIOIINe COOCTBEHHBI NCTOYHUK ITUTAHMSL:
a) Toxen

0) ABTOHOMHBIH TOKEH

B) USB-token

T) VYerpoiicteo iButton

) Cwmapr-kapra

41. ANTOpHUTMBI peaTbHOTO BPEMEHH, 3apaHee Ha3HA4YarolIue KaXI0My Ipoleccy (GUKCHPOBAHHBIA MPHOPUTET, IOCIE Yero
BBINOJHAIOIINE IPUOPUTETHOE MIIAHUPOBAHNE C TIEPEKITIOYEHHUSIMH, Ha3bIBAIOTCS:

a) CTaTuyecKuMH alropUTMaMHU

0) ArnroputMel RMS

B) JIMHAMWYIeCKHMHU aIrOpUTMaMU

42. CucremHbIe (aiiinbl, 0OecTieunBaronIie MOAICPKKY CTPYKTYp (aiiioBoil CHCTEMBI, HA3BIBAIOTCS:
a) Karanoru

0) CuMBoIIbHBIE (paiiib

B) Perynsipubie daiinbt

5.4. MeToauka oLleHKH OCBOeHHsI JUCHMILUINHBI (MoayJs, npakTuku. HUP)

PaboTa oLieHMBaETCS HA OTIIMYHO, €CIIH:

- TEOPETHUECKHE CBEICHHUS U3II0KEHBI B IOCTATOYHOM 00BEME, YETKO U MOCIEIOBATENBHO, HCCIEAYIOTCS M CPAaBHUBAIOTCS PA3HBIC
HOJXO0/IBI, METOIUKH, IIPUBOIATCA COOCTBEHHBIE CYKACHHS U BBIBOJIBI, JAIOTCS CCBUIKM HA HCTOYHUKH, TEKCT HAITUCAH TPaMOTHO,
CTHJINCTHYECKH BBLIEPKaH U 0(OPMIIEH B COOTBETCTBHHU C TPEOOBAHUSIMHU.

- IPUBEZICHO OIMCaHUE BCEX PA3JEIOB PabOTHI pa3BEPHYTO, B IIOJHOM 00BbeMe, HU(POBAs ITOJIUCH IPEACTABICHA € ITOJPOOHBIM
onucaHueM ee (PyHKIMOHMPOBAHUSL, IPOBEICHA MPOBepKa nocToseprocTy DIIIT.

B 1estom o padore: paccTaBiIeHbl CChUIKM Ha HCTOYHUKH, TEKCT HAIIMCaH IPaMOTHO, CTHJIMCTHYECKH BbLIEPKaH, 0OopMIIEH B
COOTBETCTBUH C TPEOOBAHHUSAMH.

BrimonHeHNE paboThI OIIEHUBAETCS KaK XOPOIIIee, €CIIH OHa COOTBETCTBYET BCEM KPHUTEPHSIM, ITEPEUNCICHHBIM BHIIIE, HO
OTCYTCTBYET ONHUCAHHA U CPAaBHEHHS Pa3HBIX IOAX0A0B, METOIUK U T.J. C HOCIEAYIOIUM (OPMHUPOBAHUEM COOCTBEHHBIX BHIBOJOB
Ha JlaHHbIH cueT. [IpuBeeHo onucanue Bcex paszenoB paboThl, HO onucaHue (PYHKIMOHUPOBAHUS NPECTaBICHO KPATKO,
OTCYTCTBYIOT HOSICHEHHSI.

B nenom o paboTe: paccTaBIICHBI CCHUTKH HA NCTOYHHKH, TEKCT HAIICAH IPAMOTHO, CTIJINCTUYECKH BBIAEPKAH, O(OPMIICH B
COOTBETCTBUH C TPEOOBAHHUSIMH.

BrinosHeHHe paboThl OIIEHUBAETCS KaK YIOBICTBOPUTEIBHOE, €CIIM OHA COOTBETCTBYET BCEM KPUTEPHSM, IIEPEUHUCIICHHBIM BBIIIIE,
HO B pab0oTe OTCYTCTBYIOT OTIMCAHMUS W CPABHEHMUS Pa3HBIX ITOIXO0I0B, METOIMK H T.JI. C IIOCIECAYIONMM (pOPMUPOBAHHEM
COOCTBEHHBIX BBIBOJIOB Ha JAaHHBIN cueT. Onucanue (PyHKIMOHUPOBAHHS MPEICTABIEHO KPAaTKO, OTCYTCTBYIOT MOSCHEHHS.
OtcyTCcTBYeT pe3yibTar NpoBepk gocrosepHoct DL

Ecmm pacuerHo-Tpadmueckas pabota He COOTBETCTBYET KPUTEPHAM, IIEPEUHCICHHBIM BBIIIIE, TO OI[CHUBACTCS
HEYJOBIETBOPUTEIBHO.

6. YHEBHO-METOAWYECKOE U HTH®OPMAIIMOHHOE OBECIIEYEHME

6.1. Pexomenayemas iureparypa

6.1.1. OcHoBHas JIMTEpaTypa

ABTOpBI, COCTaBUTENH 3ariaBue Bbubnuoreka W3natenscTBO, rOf, 3I1. agpec
JI1.1 |bapuueB C.I'. OCHOBBI COBpPEMEHHOM M.: Topstuast nunaus —Tenexom, 2002,
kpunrorpadum: Yueb. Kypc
JI1.2 | Heuaes B.U. DNeMEHTBI KpUITOTpaQHH: M.: Beicmas mik., 1999,
VYueb. mocobue
JI1.3 | AB. Qyumxkusn, O.B. MeTo1010ru4eCcKre OCHOBBI Boponex : Boponexckas
JlankuH, C.B. MOCTPOCHHS 3AIIUIICHHBIX TOCYIapCTBEHHAS JICCOTEXHMUYECKAs
ITorexenkuii u mp. aBTOMATU3UPOBAHHBIX CUCTEM: akangemus, 2013,
yuebHOe TTocobue http://biblioclub.ru/index.php?
page=book&id=255851
JI1.4 | Cepreesa 10.C. 3ammra uHGOPMALIUH: Mocksa : A-Ilpuop, 2011,
KoHcmekT nekiuii: yaeoHoe http://biblioclub.ru/index.php?
nocooue page=book&id=72670

6.1.2. Jlono/HUTEIbLHAS JIUTEPATYpa

ABTOpBI, COCTaBUTENH 3ariaBue Bbubnuoreka W3natensCcTBO, TOJ, AI1. aapec




ABTOpBI, COCTAaBUTENH 3arnaBue Bubaunoreka M3parenscTBoO, rOf, 3I1. aapec

JI2.1 |b.WA. ®ununmos, O.I'. | UndopmannonHas Mocksa ; bepnun : Jupexr-Menua, 2019,
IlepcTHeBa 6e30macHOCTh. OCHOBBI http://biblioclub.ru/index.php?
HAJICKHOCTH CPE/CTB CBS3U: page=book&id=499170
y4eOHUK
J12.2 | Ocumenko A.JL. Bopeba ¢ mpectymmHOCTHIO B M.: HOPMA, 2004,

rI100aIbHBIX KOMITBIOTEPHBIX
cersix: MoHorpadus

JI2.3 | B.W. ABepueHKOB, Crnyx6a 3anuThl HHGOPMAIIHH: Mockga : M3parensctBo «@nuHTan, 2016,
M.IO. PrrToB OpraHM3aIys U yIpaBICHUE: http://biblioclub.ru/index.php?
yueOHOe TocoOue ISl By30B page=book&id=93356
JI2.4 |B.WU. ABepucHKOB, CHCTEMBI 3aIHUTHI Mocksa : U3gaTensctBo «PnuaTay, 2016,
M.IO. PritoB, I'.B. WHPOPMALIUHU B BEAYIIHX http://biblioclub.ru/index.php?
Konnpamma, M.B. 3apyOeKHBIX CTpaHax: ydeOHoe page=book&id=93351
PynanoBckuit nocobue 1t By30B

6.1.3. MeTroanueckue pa3padoTku

ABTOpBI, COCTaBUTEIHN 3armnaBue Bubmmoreka M3parenscTBoO, TO1, 3I11. aapec
JI3.1 |M.A. Jlanuna, I.M. KommrexcHoe obecnieuenue Crasponois : CeBepo-Kapka3sckuii
Mapkos, T.A. T'um, uH(popManuOHHOI Denepanbubiil yausepcureT (CKOY),
M.B. IleckoB 0€30MacHOCTH 2016, http://biblioclub.ru/index.php?
aBTOMAaTU3UPOBAHHBIX CHCTEM: page=book&id=458012

1a00PaTOPHBIA IPAKTUKYM

6.2. [lepeyennb pecypcoB HHGOPMALMOHHO-TEIEKOMMYHUKANMOHHOH ceTn « AHTepHET»

31 |Hayunas snexrponnas 6ubmuorexa eLIBRARY https://www.elibrary.ru/
32 |LMS Canvas https://Ims.misis.ru

73 |H® HUTY MUCuC http://nf.misis.ru/

D4 | Yausepcurerckas ondmnoreka ONLINE https://biblioclub.ru/

6.3 Ilepeuennb MPOrpaMMHOIO odecnedeHust

6.4. IlepeyeHb MHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM U PO eCcCHOHAIBHBIX 023 JaHHBIX

N.1 |http://docs.cntd.ru/document/1200121984 - Kpuntorpadudeckas 3ammra HHGOpMaIUK

n2

.3 |http://www.inside-zi.ru/ - Xypnan «3amuTa napopmanuu. Uucaiim

N.4 |https://lib.itsec.ru/articles2/allpubliks - XKypuan Mupopmanmonnas 6€30macHOCTb

n.5 |http://www.intuit.ru/ - Harrmonansusrit OTkpeiTeiil YauBepcurer "MHTYUT"

N.6 |https://elbib.ru/ - Hay4Has anekTpoHHas 6MOIHOTEKA

8. METOAUYECKHE YKA3AHUSA 1JIAA OBYYAIOIIUXCA

OcBoeHHE AUCIUILUTHHEI MPEINoIaraeT Kak MpoBeCHIE TPaJUINOHHBIX ayJUTOPHBIX 3aHATHH, TaK X PabOTy B SIEKTPOHHOI
uHpopmannoHHo-oopazoBatenbHol cpene HUTY « MUCuCy» (OUOC), yacThio KOTOPOI HEMOCPEACTBEHHO MPEAHA3HAYCHHOM JIs
OCYIIECTBJICHUS 00pa30BaTEIBHOTO MpoIlecca SBIETCS DISKTPOHHBIN 00pazoBaTebHbIil pecypc LMS Canvas. OH 1ocTymeH 1o
URL anpecy https://Ims.misis.ru ¥ m0O3BOJISIET HCIOIB30BATH CIEIUANBHBIA KOHTEHT U JJIEMEHTHI JJIEKTPOHHOTO OO0YUEeHUs 1
JCTaHIMOHHBIX 00pa3oBarenbHbIX TexHoJoruil. LMS Canvas HCIOJb3yeTcsi MPEUMYIIECTBEHHO ISl ACHHXPOHHOTO
B3aMOJICHCTBHS MKy YYaCTHIKAMH 00pa30BaTeIBHOTO IpoIecca MOCPeACTBOM ceTh «HTepHeT».

YrtoOsl 3¢ (eKTHBHO HCTIONB30BaTh Bo3MokHOCTH LMS Canvas, a COOTBETCTBEHHO H YCIICIITHO OCBOUTH AUCIUIUINHY, HY)XKHO:

1) 3apeructpupoBaThcs Ha Kypc. It 3TOT0 HyXKHO MEPEHTH IO CCHUIKE ... JIOTHH U MapoiIb COBMAAAET C JOTHHOM U MapoJieM OT
naHoro kadounera HUTY MUCucC;

2)B pyOpuke «B Hauamo» 03HAKOMHTECS C COJIEpPIKaHUEM Kypca, BOIIPOCAMH JJIsl CAMOCTOSTEIEHOM MTOJITOTOBKH, YCIOBHAMHI
JIOITyCKa K aTTeCTaluy, GOpPMOH IMPOMEKYTOUHOH aTTeCTalUy (3a9eT/K3aMeH), KpUTEPHSIMH OIICHUBAHUS U JP.;

3)B pyOpuke «Moaynu», 3aX0/1 B COOTBETCTBYIOIIUE Pa3/Ielbl U3y4daTh yueOHbIe MaTepHalbl, pa3MelLIeHHbIE IpenoaaBaTeneM. B
T.4. ITOJIb30BaThCS JINTEPATYPOH, PEKOMEHIOBaHHOI MpeIo1aBaTelieM, IIepexoIs IO CCHUIKAM;

4)B pyopuxe «bnbnmoTrexa» BO3MOKHO NOAOHPATh I BEIIOIHEHNS MMCBMEHHBIX Pa0oT (KOHTPOJIBHEIE, JOMAITHHAE Pa0OTHI,
KypcoBbIe pabOTHI/IIPOEKTHI) TUTEpPaTypy, pasmemmennyo 8 ObC HUTY «MUCuC;

5)B pyOpuKe «3aJaHus» HY)KHO 03HAKOMUTHCS C COJCPIKAHUEM 3aIaHUs K MUCEMEHHOMN paboTe, CPOKaMU CAa4d, KPUTSPHUSIMHU
OILICHKH. B ycTaHOBJIEHHBIE CPOKH BBHITOIHUTE paboTy(bI), TOATPY3UTH 31eCh JKe IS MPOBEPKH. Y 10OHO Ha3bIBaTh (ailsl paboThI
cienyromuM oopa3oM (Ha3BaHHUe MpeaMeTa (CokpaiieHHo), rpymnma, DO, nara akryanuzanu (py MOBTOPHOM pa3MeEIeHNH)).
Hanpumep, Oxonomuka MBanos .M. BMT-19 20.04.2020. Ecau paboTa cORepKUT PHCYHKH, ()OPMYIIBL, TO C IIENBI0
coxpaHeHHs (HOopMATHPOBAHUS ee HY)XHO TOArpyxathb B pdf ¢hopmare.

Pabota, moxarpyxaemas Ayt IPOBEPKH, TOJDKHA!

- COZIepIKaTh BCE CTPYKTYPHBIE AIEMEHTHL: TUTYIBHBIH JIHCT, BBEJCHIE, OCHOBHYIO YacTh, 3aKITIOUCHHUE, CIIICOK NCTOYHHUKOB,
NPUIOKEHUs (IpU HEOOXOJUMOCTH);




- OBITH O(pOpMIICHA B COOTBETCTBUU C TPEOOBAHUSIMH.

IIpenonaBarens B TeUEHHE YCTAHOBICHHOTO CpoKa (He OoJiee JecsTH JHEeH) NpoBepsieT paboTy U pa3MellaeT B KOMMEHTapHsIX K
3aJJaHUIO PEIeH3NI0. B Hell OH yka3bIBaeT KaK MOJIOKUTEIBHBIE CTOPOHBI Pa0OTHI, Tak 3aMedanus. [Ipy HaTMauy B perneH3un
3aMedaHuii 1 peKOMEHAAIMH, Hy)KHO BHECTH IIOIPABKH B pabOTy, HOATPY3UTH €€ 3aHOBO IS HOBTOPHOM IpoBepku. [1pu sTom
Ba)KHO CIIETHUTH 3a CPOKAMH, B T€UEHHE KOTOPBIX JODKHO OBITH BBIIOJIHEHO 3aj1aHue. IIpu HapylIeHu: CpoOKOB, yKa3aHHBIX
IpETIoIaBaTesIeM BO3MOKHOCTh HOATPY3UTh pabOTy OcTaeTcsl, HO CHCTEMa BBIBOAUT COOOIIEHHE O HapyleHnH cpokos. [To
OKOHYaHHH CEMEeCTpa MOATPY3UTh PAOOTy HE TOIyIHUTCS;

6)B pyOpuke «TecTsl» IPOUTH TECTOBBIE 3a1aHKs, OCBOMB COOTBETCTBYIOIIUH MaTepHal, pa3MelLIeHHbIH B pyOpuke « Moaymn»;
7)B pyopuke «OLEHKN» OTCIEKUBATH CBOIO YCIICBAEMOCTb;

8)B pyopuke «OOBSIBICHHUSI» YATATh OOBIBICHHS, pa3MeIlacMbIe ITPEHoaaBaTeNIeM, 1aBaTh 0OPaTHYIO CBS3b;

9)B pyopuke «O0CykIeHHs» CO3AaBaTh OOCYKACHUSI U y9aCTBOBATh B HUX (0OCYKIAIOTCs 00OIIE MOMEHTBI, BHI3BIBAIOIINE
BOTIPOCHI y OOJNBIIMHCTBA rpymbl). JlaHHas pyOpHKa Takke MOXKeT ObITh HCIOIb30BaHa ISl B3aUMHON POBEPKH;

10)posIBNSATE pEryaspHyr0 akTUBHOCTH Ha Kypce.

[IpenMyIecTBEHHO ISl CHHXPOHHOTO B3aHMOZEHCTBIS MEXIY YIaCTHIKaMH 00pa30BaTEIFHOTO MPOIIecca ITOCPEICTBOM CETH
«uTepHer» ucnoman3yercs Microsoft Teams (MS Teams). UToObI MOJHOLIEHHO KCIIONB30BATh €r0 BOZMOKHOCTH HY>KHO
yCTaHOBUTH npriioxkenne MS Teams Ha nepcoHalbHBIN KOMIbIOTEp U TerneoH. CTapocTaM HY)KHO co3aath rpymiry B MS Teams.
Y4actre B TpyIIe M03BOJIET:

- CITyIIaTh JEKIIH;

- paboTaTh Ha MPAKTUYECKUX 3aHATUAX;

- OBITH Ha CBSI3M C IIPENOaBaTEIEM, 3a/JaBasi eMy BOIIPOCHI HJIM OTBEYast Ha €0 BOIIPOCH! B OOIIEM YaTe TPYIIIL B pabodee BpeMs ¢
9.00 mo 17.00;

- OCYIIECTBISITH COBMECTHYIO pabOTy Hag JOKyMEHTaMH (BKIagka «Daifisr).

IIpu npoBeieHUN 3aHATHI B AUCTAHIIHOHHOM CHHXPOHHOM (hopMaTte HY>KHO BCera paboTaTh ¢ BKIIOYEHHON KaMepou.
VckimoueHne — eciy IperiofaBaTellb MOPOCHT OTKITIOYUTE KaMephl 1 MUKPOGOHHI B CBI3M ¢ OoIbpIIMMH moMexamu. Ha aBaTapkax
JIOJDKHBI OBITH UCKIIFOUUTENBHO CJIOBBIE (OTO.

IIpu npoBeneHUH TEKIIMOHHO-NPAKTUIECKHX 3aHATUH BeAETCs 3alHUCh. JTO AaeT BO3MOKHOCTh IPOCMOTpA 3aHATHS B CIy4ae
HEBO3MOXHOCTH IIPUCYTCTBUSI HA HEM HJIM IIPH HEOOXOIMMOCTH BHOBb OOPAaTHTCS K MaTepHally M 3aHOBO €T0O IPOCMOTPETb.




